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Real Quality Assurance : An Article
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Peter Baston

Background

I grew up in two very different worlds: Europe, where we had huge amounts of resources but seemed to
accomplish very little, and Africavhere the reverse was truaewe had very few resources and

—_— - accomplished the seemingly impossible. |

( studied systems engineering, which says

you look at the system as a whole to
discover how and why it operates as it
does. What | saw was that in Africa we
were continually looking for ways to
improve our operations. To ensure we

mistakes, we had to do it right the first
time, every time.

When | disovered the work of W. Edwards Deming, whom many consider the founder of Quality

Assurance in the |3, | understood that in Africa we had practiced Quality Assurameégiously,
a2adGSYAOLtte FyR a2dadSyYldaol ft e o arkfasfeyidnedisofor2 N 0
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continuous improvemertt PlanDo-CheckAct, then start over again at Plans the operating

principle of virtually all quality assurance &yss.

P
LiQ& &A Y LI tSomt ollyyf RA i& appligd2ehiglodsly, systemically and f') 2‘:‘?&‘
systematically. You cannot isolate one function of a company or a process ai g Q = B
apply QA only there and expect success. QA is a system that embraces the « Quamy Ksurance
operations of a company. QAdsrisk management methodologg,business . =
strategy,and a profit driver. Quality Assurance programs should be viewed “W g
metaphorically as the sedtelt that no company should operate without. x

Paradoxicajyl, when | came to th&.S, | discovered that very few companies operate in a true QA
environment. There are many reasons why Deming is revered in Japan and virtually unknowd.® the
One is that for many years we enjoyed an extremely successfabeon When profits were easy to
come byand seemed to grow as plants do, by a law of nattitere was little incentive to expend
concentrated energy on aximizing them. Another is that Quality Assurance properly practiced is
neither simple nor formulaidt requires longterm commitment, longrange planning and the patience

to tolerate delayed gratification. In a boom economy, kéityle reorganizations and instant gratification
are the norm. Yet another is that until recently, there were few consequefacteompanies that did

not practice good QA.

We tame $10 elephants.

S
S

o would continue to work smarter, we
*h developed and followed best practiaes
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QA as a Risk Management Methodology

LQ@S &4l AR GKIFG v! A& I NRAa]l YIFylFr3asSySyid YSikKz2R2f 213
at the first of these. Risk tousiness takes many forms, be&always measured in potential lost profit

Riskis generallymanaged by identifying anassesmg potential risksthen prioritizing the allocation of

resourcego minimize, monitorand/or control them. Prioritizationevaluateshe probability ofeach

potential negativeevent, itsfinancialimpact and the cost of mitigating:itf it has a low probability and

mitigation costs exceedestimatedeventcost, a management decision may be made not to mitigate.

Until about 2008, it was relatively easy to obtain good insuraitis meant that tle core of a risk

management plarouldoften simplybe describedad |j dzZl Y G A F& RORY aNINS] G2 OGKF G |
With insurance as an easily erected safety net, few perceived a nesphtify the risk and adjust

internal processes and proceduresactually prevent the potential evenihe cost of covering the risk

with an insurance paty would likely be lower than the cost pfevention so why expend resources on

process analysis and redesigB@t in 2008this scenario changed

Insurance and Risk: Pre 2008 and Post 2008
Every company thatarries insuranclas a risk analysis profil®ften that profile issupported bythe

declaredpresence ofQA programsgenerally attested to by voluminous submissions of documentation.
Therisk analysis profile enables tikempanyto obtain General LiabilityProduct Liabilityand Errors
distribution of good and bad risks that

and Omissiongisurance coveragewithout which it couldnot operate.

reinsurerscould average and valuBusiness insurance was offeredypog

and priced based on the actuarial risk of claims occurring and .~ Munich RE
reinsured in packages.

Instead of validating theisk analysis Pre-2008
profiles ofindividualcompanies and
industries verifyingthat the calculated risk

assessmentsvere accurate jnsurance * .‘
companiesaggregated their risks araffset

them by bundling them up and reinsuring

them. In theory, in a bundled package of

policies, there would be a statistically even

il

hannover re

Swiss Re
In essence, prior t2008 risk management was accomplished by =
handing offthe risk:businesses passed theiskion to insurers and (LOVDS
insurers passed their risk on to reinsurers. Neither businesses na

SCOR

insurers performed real risk assessnenthy should they bother
since they were passing it ofif?fact, since no profiles were being validated, there was no sound bas
for anyrisk valuation. fiese bundles wereisk bombswaiting to go off, and they were simply passed
alongever higher up théood chainall the way to the top of théndustryt the master einsurers.

In 2008, a series of events completely changedwhg in which master reinsurance companies looked
at risk analysis profiles supported by documentation. As auttry good game of pass the hand
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grenade or Russian Rouleteventuallythere was a loser The unvalidated risk analysis profiles of
industries and companies proved to be totaihaccurateandclaims escalated to stratospheric
proportions The master reinsures started to reject claim®n the quite correct assumption that many
of the risk analysis profilemn whichrisk assessmentsad been baed andcoveragegrantedwere

bogus thus invalidating coverage.

Senior executiveare wellaware of whatit will do to their bottom lineif they cannot count on claims
againststandardGeneral Liability and Errors afmissiongolides being paid. Eitdr the company will
end up seHinsuring against whole categories of claims, or insurance premiums will skyrocket. Either
way, cost and rislcouldreach levels thajeopardizethe operation of any company.

QA and Regulatory Risk

One specific risk that caot be insured against is the kishat the company will violate a regulation and

be forced to pay fines or penaltiesideed, there isisuallya check box somewhere @m insurance

application form that requires a company officer or desigio attest tothe fact that the company

adheres to regulations that govern its industwhile different industriesare governed by different

regulations with respect to their product (tangible or intangible), athpanies are governed by financial
regulations.TheSarbamrs;Oxley Act of 200&commonly referred to as SOpoduced a whole slew of

new financial regulationfr public companiesto be phased in over a specified period of tirAémost

10 years later, the implications of some of these are just beginning follyaunderstood In particular,

the impact of the requirement that management and the external auditor report annually on the

I RSljdzt 08 2F GKS O2YLJI ye&Qa A y®48Nittiriues@bgdedaied 2 GSNI F

TheDodd;Frank Acbf 2010required the Securities and Exchangarnission tostudywhetherthe

burden of complyingvith SOxnternal control reporting requirementsould be reduced fomid-sized
companieswvhile still maintaining investor protection$he April 2011report of thisSEGtudy

recommendedhat compliance equirementsremain unchangedt alsorecommenakd that the Public

Company Accounting Oversight Board (PCAQBated bySOxo overseepublic compaw auditors)

continue to document its experiences through what amounts to collection of best praciiceseport

expressed strong support faontinueddevelopment of guidance on enterprise risk management,

internal control and fraud deterrenday the Committee of Sponsoring Organizations of the Treadway
Commission (CO$@ joint initiative offive professionabssociations COS@®ublishesa common

internal control model against whidystemscanbe assesed. aThe[SECEtaff believes that this

projectcan contribute to effective and efficient audits by providing management and auditors with
improved internalcodt N2 f 3dzA RFy OS (KIFIG NBFfESOGa G2RIF&wa 2L
by allowing constituent groups to share information on improvements that can be made that
SYKIFEyOS G(KS loAafAde G2 RS&AIAYyE AYLIE SYSYyid=Z | yR |

So while regutors and legislators do natiwaysname QA asan outrightrequirement,QA programs
where they exist play a significantole in demonstrating to regulatorand auditorshat a company is
adhering toregulationsor accepted best praates Indeed,n addition to the common requirementsr
public companieso demonstrate effective internal controls of financial systemsnanyindustries

! éstudy and Recommendations on Section 404(b) of the Sark@xiey Act of 2002 For Issuers With Public Float
Between $75 and $250 Millian¥).S.Securities and Exchange Commission, April 2011, p. 9
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license to operate depends on attestation that there is a QA program in gtaecaningoperations as
well. And then, otourse regulations mandate that any company treslsto governmentat any level
adhere tospecificquality practicesvhose stringency increases with the risk inherent in the product
being acquiredThese may rangieom simpl requiring that sellers obffice supplies haveecordsof
inspection ofgoods torequiring that any company that sells intonaclear faciliy demonstrae by audit
adherenceo the NQAL quality standardasdefined by Federal regulation

QAand RiskManagement

Atrue risk managerant profile is a total reflectionfathe risk potential of the company as a whole
must be based not on paper declarations, but on the actual operations of the confpaéy A y 3 Q a
original workmade two simple points that argtill valid today

1. The greter the influence of Quality
Assurance programs on the operations
yoey S Operations of the company as a whole, the lower
Quality of oL < L ‘ the potential risk, the lower the cost to
Operations o e offset that risk, and therefore the lower
& the insurance premium.

Quality of

2. The smaller the influence of Quality
Assurancerograms on the operations
of the company as a whole, the higher
the potential risk, the greater the cost
to offset that risk, and therefore the
higher the insurance premium.

Look at thiphotograph of asmall corner store in Asia and ask yourself & signthat declares it an ISO
9001:2000 Certified Compaiegan really betrue reflection of the way the store operates
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Unfortunately in many overseas countries languagd culturaldifferenceshave created an

environment where you can literally buy a complete QA/QC package, including signs and certificates,
without any adherence to QA best practices or activities of any 3biis is especially problematic for
western companies who attempt toffshore work and services without doing credible due diligence on
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their prospective partners. Though the impetus for offshoring is an attempt to cut costs, offshoring may
actually increase costs by opening up huge liability for the western company.

So What Is Real QA?

Real Quality Assurance is a systematic WS f vdzZ- f AGe 1| aadzNT N
methodology for doing things right. In many - _ _ ) )
ways, QAit A0l G8 2F YAYRO® lAJA systematic methodology for doing things righ
Assurance is the assurance of qualisl UA state of mind

SyO2YL} aairy3as yS@SNI C| UA refection of the total operations of the
down: the MerriamWebster dictionary defines company as a whole

Fdadz2Ny yOS FANRG Fa +y
to make a positive promise that others can hav
confidence will be fulfilled.

~

UThe assurance of qualityall encompassing,
never ceasing

Gttt SyO2YLIl daaAy3é SYLKI &AT Sefleciioi of the total daNBiondal S 2 F  |j
the company as a whole. We have®IS I NR A G al AR Ay 2S8Said GKFG aliKS 2L
LI G A S yIfi QARSAnSpbRehited piecemeatith some departments adhering to a specific quality

control protocol and others to a different one or even to noienight be sai that one aspect of the

total effort was executed with excellent qualitybut the customer wasot satisfied with theproduct.
CAylLftftes aySOSN)I OSFaAiay3aé SYLKprodgesd Sa GKFG v! Aa |

QA is a Program, Not a Manual

Quality certification programs like 1ISO and Baldrige for a long time relied on documentation to

demonstrate that a company was applying QA in its operations. Unfortunately, this fueled a focus on

documentation to tke detriment of actionMost QA programs that exisbday are reallymanuals of

documentedpolidesand procedures Often, the entire manual simply sits on a shelf and is dusted off

when the auditor comedn other cases, individual policies or proceduses faithfullycarried outin

isolationby individual departmentsThese may be the departments

that haveregulatory or contractuatompliancerequirements Or

perhapssoftware developers operate under Agile amatdware

manufacturingoperates under Six Sigma. These departments

may be practicin@QualityControl, but the company does not

have a Quality Assurance prograviie seeproof of this

when we are called in to do root cause anaysn a

catastrophic project failure. We a¢k a2 KIF G ¢l a GKS

primary controlling quality assurance program that

@€2dz 4SNB dzaAy3a RdAzZNAYy3I GKAa 7T
. most frequent answer is some sort of specific QC

protocohl a goodlndlcator that there really was no compamyjide QA program in place. Companies that

adhere to a QA program as described in Hrisclerarely have to analyze failed programs.

307
fail

fail° ‘

Quality Assurance is Not Quality Control

Quality Assurancis a adically different approach from enforced Quality Contdsti a psychological
level, QGattempts to enforceseemingly arbitrary rules fdruman behavior which we know is not
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often a successful approach. QA, on the other han@éxasnplified in the works dbeming, promotes

organizational structures thancourageemployees to act in certain waylswill point you back to

5SYAYy3Qa wmn t2Ayida F2Nlalyl3aSySydsz 2FGSy OAGSR I &
NEIFR® t 2 ADfileoytfeai F2AWA dn G f 1 dighttoopBddzaf workmardiglTS NRa o
GKS 1 aid LiTHeyrdnsidmyaiva is evanibd@jabsé Whenonereads these points, it is clear

that Deming is speaking of creating a culture of quality in which com@ad Oy d¢ O0SI &aS RSLISy
AyalLlSOiAazy G2 | OKAS@GS ljdzatAdGeé o0SOFdzasS ljdzr t Ade Aa

(@A { versus | QC
methodology drives paperwork
people not statistics
continuous cycle produces individual outputs

I.I

Quiality Asstanceis about delivering customer and employee satisfaction, whe@aelity Control is

often about complying withan externalmandatesuch as regulatorgompliance requirementsfou

could argue that QA is drivday internal culture ofcollabomtion whereas QC is dictated by outside

sourcesln a true QA program, the ehodology for doing things right is developed from the shop floor

up, and it always drives the paperwaiher than being altered to accommodate the paperwork.

People and theiections alwaysare the focus of the program; the statistics are a byproduct that is a

useful tool and not the measure of succelss. G NHzS v! LINPIANFI Y Aad YSOSNI aO2Y
continuousimprovement, not about inspecting individual outputs.

We represent thePlargDocCheckAct cycleas a spiral, because we believe that real QA is a repetitive
process that is always looking for further improvement by a continuowexaenination of the complete
activity. Tremendous problems are caused®gsystemssuch as Baldrige that take the opposite
viewpoint and mandate that what is happening in the real waslatrelevantthe written record is all

that counts. Many importers are nosupportingthe legalclaimthat if the product is defective but the
paperwak is correctthen the product is correat and this is a large issue for the QA/QC industry

Consistency

Consstency of practices is one of thmost importantindicatorsthat a company ipracticing realQuality
AssuranceThis is a fundamental but simgbeinciple. At the very beginning of thasticle, | said that

true QA is both systemic and systematic. If this is so, then the evidence that QA is being practiced will be
pervasive throughout an organizatioAny manager or administrator caheck this by simply looking at
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any practice or problem and checkifuyr aspects ofinyactivity. When we do a process audit, the first
thing we do for any process is ask four questions:

1. Yousayyou are running a Quality Assurance program: describeusto
2. Show us thevritten documentationthat supporsyour statement

3. Show us youMIS/IT system and allow us to verify that all stageshe programmedworkflow,
activity logsand web records support your original statement

4. Allow us tovisualy observeas youdo the work you have described.

We call this the SayVriteclT¢Do cycle. Very simply, if the answer to any one of those four questions is
consistent with the answers to the other three, it gets a green light; if not, it gets a red or amber light.

You canperform this check omny activitg A 1 Q& | @SNEB &aAYLI S OKSO1l GKIF
41 GKS ljdzSadAazya o6AG R2 S &gnmpanieKtha@activerealdQd vilvy S E LIS N.
lots of greenlights,whereas companiegK I i R 2 y Q obrédlights. Rara@icaflyBissignple

test is at the same time mucdasierto perform,far more detailedand generally more actionabtean

an 1SO floor audit.

Why Should You Care?

LGQa GNUzS GKI G articlest LS Ga SAASYRY A yoP dAIT GUNKSAT 3A 3 paBddza f &€ ¢ L
QA may be my personal religion, but theacticalreason that companies who have real QA programs
practice it is because, when practiced correctly, Quality Assurance imptwyésttom line.

5SYAYy3AQa Inm@ave/lcdnstantlyardd Yorever the system of production and service, to improve

quality and productivity, and thus constantly decrease cé®sth Shewhart and Deming, although they

were trained as scientists andagisticians, were pragmatists who focused on the practical and the

2LISNF GA2y I fd 5SYAYyIQa 62N] Ay WHLIY Ay GKS wmdppna
economy. His Japanese students recognized this and developed a formula that demonstratés in sta

terms the connection between quality and profits. They determined that:

a) When people and organizations focus
primarily on qualityquality tends to increase
and costs fall over timélhis was represented
formulaically as:

Quality = Results of work effids
Total Costs

0

Costs Quality

b) When people and organizations focus
primarily on costs, costs tend to rise and
guality declines over time.

[ SGQa SELI ythosetwofpreniised. Brst,avk bok &t yhe right side of the equation and
determine that it is also omdefinition of profit. Then, we have said that QA must be applied
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consistently across all departments. But it also must be applied consistently across all phases of a
product life cycle. So if we add these two factors to the original formula, we endthp wi

gonsnainisM 19moteud bliug

Results of work efforts
Total costs

Quality =

An Example

How do | know this is so? Let me cite an example from my own experidacy. years ago Fludpaniel
became involved with Natida Bank to develop Best Practicéd®Quality Assurancesystem for its loan
portfolio group. Initially the QA systenstarted in the construction loan divisipbut it soon spread
across the entire bank. SimpNation@ found it in thé best interest to developeal best practice
procedures tosupport their clientSutilization ofthe loansthey were receivingAn independent review
of the activities of the best practice quality assurance initiative inside the,lsaipiported by Flugr
found that these efforts accounted for a steadyc28% increase in the gro@profit margins.

The positive impact of re§ualty Assurancean be measured against the corporate bottom Jiaed
the formula is still relevant today in all industries.

Assessing a Companyds QA Program

Previously, we described a simple

four-step process analysis that we use X

during process audits. @called it the [ Each Process Reor g

SayWrite¢IT¢Do cycle. Performin 8arepa”
Ay WTIteGHicLo cycle. Fent 9 What they Say CrS

this kind of analysis is a quick and

easy wayo tell if a company is What's in Writing
adhering to best practiceof any kind

3 '\Algorifhm

caleulateg
Overa||
Procegs
health

113:27:21

s

or pr_acticingQA.To analyze processes What's in IT Envelope
in this way, you do not have tmow _ = records
the jargon understanchighly What they Do ocation

technical issuer have had and time

extensive training at the highest level
of any specific QA or Qogram.

We use a simple webased system to collect the results of individual process analyses, which can be
logged on a mobile device. Wharlog entry is created, the entry envelope automatically associates
each record with a location and a time. Coupled with a model of the workflow, the system uses an
algorithm to calculate the overall process health based on the\8atecIT¢Do scores.
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The results of the analysis of individual processes are aggregated at any desired level (department,
division, etc.) Above is a comparison of the display of results from two different companies. You can see
at a glance which company is on relatively sofoating and which one is in troubl&/ould it surprise

you to know that Company B entered bankruptcy shortly after this snapshot was taken?

Integrated Quality Assurance

LQY 32Ay3 (G2 NBOFLI ¢KIG LQBS al ARY
UQA is a state of mind

UQA is a system that embras¢he entire operations of a company

UQA is a business strategy

UQA is a risk management methodology

UQA is a profit driver.

With the technologies available today, Quality Assurance can easily be integrated into the information
systems of any company. A gile dashboard like the one illustrated above can become a continuous
monitoring system that not only alerts management when a process is veering off track, but also
reassures funding sources and insurers that a company igbcpracticing QA, and thasiQA system

is in good health.

PfOAYFGStEes K26SOSNE AdGQa GKS FANRG odzZA £ St (KU
companywaste is radically reduced and profits incred$eQa G KI &G aA YL} So
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